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B, QIES, =AHRI HIERR J2(1 CIXEV et 22 TR ZHIE 280l 2=
Ol HE==AIE 018010 284 RIS E0[6H ol Aoz 22 tAIR 7isah &
0] =1 QUrk.

MOHATHO AN Z=AHA|, 25 SP0f, MPAMO|, HXp72HC| Wet, siH7 (=
of Fttel, YESLVIze| €, OlsE=1eln] J2(4 Hi221E SS0i 2=E Al
HZE[S0| el mhaf, AMO[HAMH0|A Stz 258521 74X§EOOI MEH 2711
O'Ef 0|01| e} TSA ZEESC| Al Haleh el AMOIHHE SthiE 2= Alo|H
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o e domelo 2 wET A pEsp el Hi% AejE o Heje
ARFAIE 7S, w2 =, 2], 4] 2] g z)
Solgic). e} o] 20 HlmmRAe] WS ol o 1%4 sk okl
9)%o] HaL gl A AMo|), ElTiseA|e) wAe 1 W
o gt 7]3lE AlFORA e} 2O HALAH| AARZZ ] Ao]Hg]e], 1
ol2u]4), QlEMILfRE: of7] gt Prtolelz, WAKE AP, siEae), 19] 4% )
N, o mET YEEAS ofgat AP, YzaAlel Aoy, E o ek wu) 12w
AfAet So] s osA] Aol et slsje] hamul ofLjeh Aslol] s
obx, WA, AAMS 123 YA Age] et mao] Ha glck.
AoluIEF Fefoh 7]Jol AREE AeoR EElT Z|u} o), H
SojlA] Bhgo] BriEluia] AEEHR o] AAEA Hl2lom, 19904 o]
o] SAFo R vl sjsaiE 1, slolulze] AFgel tjxEs|&o] S-ele] elibuer
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MR G B AVRAOEA 11 ol Mell A9), Wak Tl ARAS
olgste] el 7ol slol=ztebtia) st Bl AslElo] ek e
2008 Afo|HEHZ] HFHEL- 136,819 0 & A 57| thH] 54%7} SE|Ac) 7
Zfoll o] EWat FARele IR o] HAA g Wil et ofE 1Al
A2 vl 5 Aot B AfolHHAAES Al o] 54
do o] mizol, JEe] gk H2Kto] EeHoRA
Afolufz] d/gol aele] 2ot 2 Aol Hal ek
2 FEAtellA Y] EATE L FAE o9 wtelst
Lrfoll et EE A M e, AHU R, sloldHAE, YEAH ],
CAEHA 5 o) 7HA] Gof2 ArgEaL ek ol& " Atoluiel tigl ofsi )
el el W et iAol AlelmEel] digh ofsfel sl o]
M EE AL ok g Al Ao Fof wele] ZAEA0R g2 d50]
ARIEL} 2E Aol Eo] thet S241%] w=oF gl eE AloH o] bt
ofsii7} glo] WA AR Hetohs ] Wil A3kE ZPHSITE webA
o] A= AlolH 2] o 22 a1 ARy, MAEFe] A oAl AfolH]
Mol dieh FolE A=A ool g2 w4E FAdshalxl Itk AA, B
ZA| o] whE Aol E| ) AokE AAIA o= JERith SA4, AlolH o] o
3 R do| 1 252 0] Ao FAIES Hekslr] 98, 2401 /g AHE ko
ZA Afolufz] Zge] digt JeRet oJsiE Haalal fhtk AR, AfoluiH <]
ool w2 2] MFAdE 2o Aloluix|o] HelE uefeitt. v, A
olHH|] ofsfiel AA| uetol] whel S JHREo| TAE SEFCREA YA
E“‘XﬂTA 5 HES o, A2of 7]t 2EA Hafs) o2l wEA|ef A}
off ek QI4}e thA] Froz A AfolHiE] o] 9] Rl H3ER Sk oA, ot
-2 so] Afolufziol wieh Alles] Hie-2 HslalAl gk
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AeAEs} slolEzteb S veloRA 1 xS el H3ich Aol
o] g e e Mos o Hmelm damax] o8 44
Elglon], 0] tig Qb e Ajolwzalol sl wze] vkl olul )
& v,

1. 2o|EZ=YA

Ao F O] T EA A AEBME(E. H. Sutherdand)7} Slo| EZIRPHFE A
o olgsl fiR ALe] SehE| 914 F YA, 1996 21). 1930t SHE AT
M= 7180 /|9l A, e, 32 AR kg A| Aol ofslf o] 5014
| W, SlolEdep s 23, MOAL SAAF Z12]al AR da e A

HJ

.

S7h5e| 2fs) o|Fol2e Wtk ks, ol RIS Ulolt Alzle] o
B 4T 4 Qs Aol G, AR o Amek o] Hitsb |t 4, 1
o] TSIAL Gz ZAolt ool TiEl WEol TS A ofsfslaL o] wh
olck. Blo|Ezuha Abla] A9lok A9 WA BAE T Ao o
SF ZHEAY, AL, TR 50 ABIAES QAEo] 5] A9je} 7S ol
slo] oJals =)= aelalal Ao ErkSutherland, 1949: 9).

3Pl e B 2L AP Dl Bsol e o

SHAARE 7ERANA SliEsh] fleiAl ARl 1950 Satel iAol A=
LERE A ofdshal, ARt 7sE FAIsk] flsl Hirels 288l sl
o A5 el %EP& 22195813 W]vofE e (Minneapolis)>-4 1] 2]3]
HRE A7) golglon, mlat GIRRe- 19661 AS-0m ey gite] ko tis|
FHFHEO R 7]4E B9lk 19601 dtie]l SAEE K5 E BEsto] ARl 4 2k

A A g SAT ARteks 7|al7h St Sjolck ek SIS dhelellA] 73
& Geofabuia] a7t e Al2g skl e slekal ol Saston
siA2] ofnlzk AVgEIglch lstol s A A e Habh 2ohelgla el

[e]
= AskgAlel 2AlE = WHoR FREIE she Al FE 7 HAE ]
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C}D) &= 517 (Donn Parker)= FFFEHZE] ALo] ALAbg2A] 1976\ R 2}
Al o RA URENES Aol BlEE Alel A el S
ols} BT AR 42| St BRI WAz ololrks B vt

(Parker, 1976).

i

3. UHY9| 57

QIElYlolgt 21 o] Fo] Ash= vl o] At UES=LS] sitolH, YIES
L] YEQ]=Lolth(Castells, 2002). UIEH == A4 719, A5, wttf “1e]aL tfs}
oA EAtA e, AFEE AdslEo=A ARUA ot FHo] meks
7Fs3H sliE=qick AEfdle] HAle 1960d ) v] =rAdo] WA o] B4 HE
= gl BA 07 U ENARPANED) S 7IERHA] 7]9k& 3=tE2 1970 )
AxReHo] Ak om FAlo] YL SfEglon, dupd|Eo] olo] =i
JANET(Joint Academic Network)©] 7JAA%E]3L v]=of A= NSFNET (1] sh&Alch
2ol SABIRITE 1990d WIS i v=o] skedcte] s ol <= E
o e Sgekes 2AEAeh 2 o 2918] ‘CERN& 28} -faxr)
WWW(World Wide Web)Z 7HH Sk o]%, 1994 AHgoE ARIE <QlEule]
‘Netscape’”| AR O, TR 3191 1995 ulo] A2 Microsof) A7} QAEJU 2] A
= (Internet Explorer)& 7JAISAEEY) 0]@f 22 QIE|Ul Hekex| o] 7idke: 718
HAFEPO) A5 7FsohA siols W ol QIEUlAH|A S AKInternet
Service Providers: ISP)50] Ho}Alo] QAo AFYS ShOmA] AR O Al
Fofatairy.

|'—\'_

) allF(hacker), Z2|7{(phreaker), 22i7(cracker)= C21} 20| L7 |E SICt SiHE ZEH
& Bros s HAle NHE Sdos UHGK Ow o3, YRES = 5740l
%EQE YO EfRI9] ARE| Est= A2=Z QLI ?;.I*E IEII FyESWIss &
got= XS0t FAE oA S0lM 22 AAHY TSI MAFEEE 6= XtolH, &
OlMol oO|7t o 1, si7A= Cha 99 O|E||7% Uctn #7357 (= Bit,

2) gAl 0] UM AOiE'E 0|2 X999l 85 ¢F7|He! Lincoln, Harvard, MIT St
Carnegie®t lllinoisS MA 0|2 AME9| Utah, Stanford, UCLA, Rand & HTAE HAZGIXCOMH,
S UEQTY EFE AREQ ot=g0f A2 & Z2ES(HY): ~EHUC=E M2 & 5
ALk

3) AQAO| ‘CERNO| 23 ‘www's TS MEHZ Q0| 7150|912t ‘Netscape'@t ‘Microsoft 7}

WwW p=
Sasie 223 olixlE 2Sste HRse 250 =i
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4. NoleEzle] 7|

L Al E = UIERA BlmzAlo] ofsf o] fFolAl= jF R deY Vs
E|aL Qlek AtolriE|o] 7] ek it Qofol Vs Al lvk HD.
8. Wall) ] 2y} Oﬂi}i HE7}F Afols2mo] 20k 1A 7heh oA WA=
T USS HolFelrt AfoHATo]vEl= Fof= 19821 {1<>(William Gibson)©]
= ﬂi’OIEPL S ‘Omni Magazine’of] AJRSHIL FrEfo]al, -4t
o] WAt Al7]= 1978~19981 Afo]oltf. ARoH ¥ = cyberpunk)) S 74| =2
sto] Ato|H|2mo] 20 ZHdRhdE vl &5 Sh= Bruce Bethke®] THHAMA, 1150
‘Neuromancer’” “12] L Stephen®] ‘Snowcrash’ 2]5=0]|A] B]S: g5} HQick AlolH|

2aif|o] 20} HZ| O] AR 1980~1990KI T 7|74 AfolHs=L 7id o r st =
chiEo|glom, Fofof AlolHH Ay S5k FEo] skt

Ato|H 2d|o] 20 HZ| O] §oke- Alo|HF AL TF o ® JHF SiA FakEolH,
ofefje} o] 37|t JHEETh ANt 1969 Tralian Job” 2} 1988 Die
Hard’= 5-Q7|9kA22]llo]] 21916k sl (hack) S vl &2 ek Al2A = @4
ol siAolopr] = thiEAlQl o] War Game'o|H, AU Aol HESAS ]85
of 7MdsAre] SHAollA aliA O] Erse HARRE Zlofth TEu o5& 1995%
Johnny Mnemonic@} 19964 ‘Independence’ U= OFst EEl AL HolF)ct 34|
= s} sliA7F @A S7dsHAl HaL, 19991 €] “The Matrix’7} thig#lo]c) o] 2}

L& Aol ofm|x|9] A= TVIS], TV, A Tejal &4 oA A
AT A ok

o]e} T2 MAE oA ARt 7ol BARL o7} AfolH{R] o] HAF A

AR 0 ZRIs A ik vEejoluate] FiavAel UH. G. Welly ) FAI
S /) Salaole] lof il B it Ao 13D e e

o] A9t o152 %5 fAR Fh2] Brian Aldiss, Aldous Huxley@} th2 217}
I B RS S R ME} Arelkel sdade] st Orwell®] Nineteen
Eighty Fouro|W, ©&l2 tjxeujop|Ql n[AR]E 53] flelf ARelolZat A

>

71/ A4 0]of
S5l SHAH|
Lol= o2

4) Ao H'Iﬂ*ﬂ“ ’“EEM \% LI S | g2 SHeR Qe 285 —Erﬂl
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ARS E5to] ATl APASS JLAISEIL QITHWall, 2008: 46-49). Alo|wiH] F|eji=
F-0= 19958 A2 (Sussman) ¥} T8l (Heuston)©] #2072 ARSI 2, 1997

4 ujato] HH7|7HARl0] HEof Wal e 98] 2)Zr Aol A AR o

¢1-83k 5 dukelofA® de] d2AA| EH ATk McQuade 11, 2006: 15).5)

fu

5. Alo|HAHOJA0|X Q] FHEF

Aol zmo] oA =9, AlupR|ul, wiQl 99520, QIF=0Jk), TAIAE T1e]
2}E AlolHE] 225 ofs 24]9) Wit (S sh] flal QIEUE
SR8l QUe}. 1997 Stem®] Aol OJshH nl=tolli= 3007]9] S-9- AlAglo] =2
shH, LAORE 6007]9] F-2(hate)Ato]E7F QIEf. o]F 3570= mlat Woll 45 &
FAEA TA2] aolal, 97l QIF ASAIE Fdeks ddolu, 8770 Alvt
A|50], 357l= Wl Aa=0], 5170= Elelels 4] AlElEe] AfolEFo Tk Stern,
1998: 224). HF A d<=0] ALo|Ei= ularo] TIAYS T8 Qlsto] sjejo] Afo]E
S Vs 2-slal 1o, o5 ALO]ER = PatriotNet, LibertyNet, PaulRever 5-©]
QJT}Stern, 1998: 226).

?lﬂ”“’ 283t Ol 4 Hoﬂo oo} /E% olf-& WEskar ﬁlﬁ’i Afo]H]

mu

0

>4

5) A O\Hi(cyber) J2|A09 ‘kyper' (1S ZEFERIE BN RAE ZHoZ, 19841 William
Gibson0| ‘Neuromancer’2l= ZMIISIAMOIA =2 2 4= QIX|BF E2I810| &XcH= FH
o2 XTAO| AU TS0 HEES SHhM TAGE E CI2 0 AfojsAH0|A
(cyberspace)2te 2012 AFREICHGIbson, 1984: 68), LE|Lt2to M= 1999 AEIHOIA A
OlHEH A=A S o“é*%*oiﬁ JAHoz Ao|HHEH ARl EHE ALE SiiC
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S} peislol A, BU7E 42RS Eakeh Ab7lete] Qe el S Alo]
BIZI2] 9ol AE BSHES sk, 19976 S2§1218eh Buropol
£ PapskEs s, S70] F8E 9ol

and Toader, 2003, 234-250).

ofto. 20074 AHEY] e FEo]| Ofdt AEE o] Ful A2 212,101 7408 2006

& 71X ou] 185% 7 ek J1ejuk o=t R 19905 e o
5 A ol 156 b o] el Sl /el e 0zl H3t o
2 Aola F7jol . ulszgh ARolChWall, 2008: 4748). Ao]ufn]
WANAE 2k o] Ay v Lhehhs 91910 ogala) =
EMHW Sof olg Qlat ok, wzimlajate] e nla) 21413} slaol tet
1S AR 2 AT A 338 29T 1
Fom 1 4 ik Aol ot
5] elgo] A4S 7 FAEOR WA -
;U17< Z IE F=

7H s
71} TRt 5715 71 Alks

od, X
Laf]

sgont 4, Fole] 4
o] Gl AR AHEA A4S 4|3,
OJtH(Wall, 2000).

Ale] AASleh A1) St ofe-g FESHE FAA AolA 713l
St gkt SAlo] ol whlshs WHEEe] Eat S5t Mgl mto] T

2 oprJaek. e A% AAReL X2 AAFoIA] §1et W W91} bt <)
Aelel Al flas] it del $AS W el el
o sesfol s e LAYAE o Ak /| 8o sk, A3
A, SR AR, B 5 At ik el ShAS Rk g, e Bl i
58] sk glon, Hlolele] Ut volels 417]9h ERojRulE Shgst
Aol ol FARE7} FehEl 2 tAE 7)) ZhE walct. o

AP |S Agslo] 23 i) AR SoAl g2 ZhE AL, FohE
of ZAYS WAL= B9t olo] sheatch /MBI gt e 21
ole A AAHOR tie] guot AAL FARAOR Hmgo A A 9
e BEo|u Eeie op/|e 4 g Hgick AlolHe] 2] 1L S B
ola1 5%
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10w A7), b, Ajslel Rjeko] wAlo] B, ARl elE
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3 = SAAA A7 BREAIE S ofEAl Skl Utk (Loader, 1997).
ohZt] AHFAl 7] e R, Hlefels TLefal Mg hEE oY
Al staL Qlek upPgR A T) A 491 HA 229 lamo] A Bl AmR Ao 28 F
= BEEEY] 716 ol Qlolxle gk Faks vAar Qlvk EgE 719
AEE DO} elo|HAIREE Qfsl, o71EX] G TAERRS] 25, CCTV)
o 19 Aol tigh 7Hdolgk HoflA] =Ao] E|ar Qlet. A=, iRle] A2t
IRl ol A Hgo] atEchs 2 THEolA 2 =] HAEee
Ho 5/ wojof ol Etahal, FAlol o]o] sFgo] QatE|aL Qlrki= FellA]
FJsHE gk ofue} A2 Sagfofe {hEARl AIRo] Al QlTk(Davies, 1996).
ojdfollte opga 2 TIefu] A T12jal wUEE, sAfIE TR, AR
(spoofing) 52] 50| Tkl Qlrt. Alo|uE|oA] WZ|A = A2} A,
AEAARE, " AE, SEEoix) e EHseiEe|th
k=

>
K
3
[
i)
o
[
N
r \
oz

o 2ol Futelal, JS3ial 1Al FAAE QufRith ey AfolH] W

o e A Hje) D2 JloR HuekemA Alo|u ]|
7} | A ok A7 Al
ZHG AFESPR opy|she AlRle At & ] =23 e 7]
Ao lafe] ofe] We| HolA Q= AlgtEolet AR AEE ThgTt wled
Fesl = ©uetthShields, 1996). Hx[st2] PgollA| B, ofe} -2 217
o] Hok= & =3 72| AElo] AR felge] A oFgAlEA Y

A

FHopsA) Bzt Aol R OFeAs QIS B oYAS fATORA et

L
N

II. Apojuxz|o] T3t

. Sajate] Alojuuz] WY

<3 1>-2- 200445 20081371 51 HPAEE S-elUfel AjolslE RS Leh
W A1), 200841 -2]ufel Afo]ea uhALe 136819705 AW E7] din] 54}
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Zelsglon), 20048 o] 7% Sk T 2008 elfel Aol 71
L= 20084 HAAZ] =S 2,063,7372] 6.6%00] SIEETHAZA, 2009: 89, 97). A}
ol ifelelal el sldat nlolelt A F17 ] 136% S7skEom, Lkt
oiiH| 2t EHEA, Tl B SIEYAP] Fo] Z7HRE Ao velbar ik

(E 1) AO|HEHZ|Q| HHA 2 474348 2004—2008)

(el 7
Ao e8] AL ]
o5 = =
R 2 MO
N I R O L O o g vt Rl
- S A T A | 8B 5| o | =
2| 2 o | mof

2008\ | 136,819 | 20,077 [ 19,950 | 127 |116,742| 36,591 | 9,343 [5,769 | 7,723 | 33,537 | 23,579
2007 | 88,847 | 17,671 | 17593 | 78 | 71,176 | 31685 | 10,028 |4,2214| 5229 | 8866 |11,154
WY | 20061 | 82,186 | 20,186 |20,119| 67 | 62,000 | 33,041 7,881 2839 6,798 | 2313 | 9,128
2005\ | 88,731 | 21,380 [21,336| 53 | 67,342 | 42,675 | 6642 |[3,759| 1836 | 1,257 [11,173
20043 | 77,099 | 15390 [ 15348 | 42 | 61,709 | 40,283 | 3,667 |[3,137| 2308 | 1,604 |11,250
2008\ | 122,227 | 16953 [ 16,854 | 99 |105,274| 29,290 | 8,690 |[5,129| 8056 | 32,084 |22,025
2007\ | 78,800 | 14,037 | 13988 | 49 | 64,853 | 28,081 | 9,164 |3,741| 5,505 | 8,167 |10,195
AA | 2006 | 70,545 | 15,979 | 15934 | 45 | 54,566 | 26,711 | 7,09 |2327| 7322 | 2284 | 8813
2005\ | 72,421 | 15874 | 15831 43 | 56,547 | 33,112 | 6,338 |2839| 1850 | 1,233 |11,125
2004 | 63,384 | 10,993 [10,955| 38 | 52,391 | 30,288 | 3,751 |[2,065| 2410 | 1,244 |12,633

A Az, 2009: 97,

HI==2X]9] zIgto] w}E Atoju{gz|o] TH

£77)(Richard Hollingen/t= Atk )] 7e] sl7jol yheli= A8l 7ok o
2 el gx) o] delnt ulaste] Atk ofF F Heto] Agolt
WIZH -0 WA, 0HI Al TS0 Hels AR mA ofuletst
T 50) Aol BAFHS At S0 Sl Sk Holinger, 1991: 6-17). A
of Tt gole] Hele ol xg sl g Aakshs Hlofm, oz A
of whilo] HsspA Fick Afolulai ZFEleh olelyl, WE=9)a Tela T4

=173

E

Atk WRshA s o] Xk o] 97 wiitol] Hism= Aol ok o} the-
s},

o)
of
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1) AFEHZ

PR Walo] S| oS TPl oRA MY whvt 9lFo) Eet
shehs B8 7ban Qlek e Ae] At pstel ofF BAsH:

lont BHFEe Y] WE 91 A S 5 ek 4

T LR A

o= 19736 A48 HEE AIDAe) ofs50] Q1A SHo ZrelulelA
Zo] 3 ARflolehI e, 1997: 118-120)

AFE RO BE waoR P AEHe] AL 1984 A 7| Richard
Hollingen)7} 53 H] 71%] 4lo]). 34, 757} H2lo] Ao} diio] whe
Ao macﬁ_z} A olel ) ololl aligatc. S, HEEs} W) 4uto)
B ew @& Thee) Aol gt Alel E7e A ol Ak
A, %ﬁﬁm oh ol Haxel Zew EAe HEEg e, 2Amae)
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29T PSS dhRE o
ORNALEEE

AP RSN AR Casicl. ATESe] shRjaisl, Ty stale]
Ao sk, Alo|u g, o) 2, ZFE| Sy, A1/ ol g BE
7 Sk MRS S Sk AP, Welsld AEe Fo| st ik st
Eebrjo] 2] FAIg) AL el Fe4 24 falART} MRk UCC,
u[u Fouh B Sk o] el Ak fE 5o A9} thehtar glct
CHeh, 2007: 17.05). AR 519) £BE Y, EEY EFAE o)§3t
A7) 13 el Aglolels) Ab] o] FRE ol Qik. Rk A HyA
Q1 Ao, 1A} Ao, o et} mut Tel5 AAE Sol skt 9l
o AUAAIA] ol E W7} Leleliol Al dofua Wb} 7l 4]
olct.
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1990\t St QUejule] Afdeh= SIEUl Adake 27140 714 itk 1994
7} 1999 QIEUle] AAE w7k= 837 w7tellA 22670 =7k ST Sl
(Furnell, 2002: 7), 1995\ 12 “SA° oJshd QIE[Ul AREAR= AIAIA .2 1681t
Ho%aL, 200219 5¥ofi= A AlAl 1] 10%81 59 854t o] = o7 oSy
AL} EQE 2005 109] gk 20101 209 Tgo] QUEJUl AREA} E Zlom o

A THCastells, 2002: 3).10 Tefu} QlE]Yl Shfe} BRo 2|lut 27} 7ho]] & Zjo]
£ Holal Qlek o & 51, 20021 9] 79 =2 5271 1007 7Re-tl| 65.89t 9] PC
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th QIEJUIAREALY] 95%7} )=, Auc], G4, 35 Tejal Qi 2] oof| HEw 1
U} AapA o m QB O] Et e 118, ¢, E% Q1 “1ejar 5o Qlo]
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SIH, MIAI QIHY ARZXE Q1= I*KI MNAQISE| 1/4 £&0|H, 0| Xz 2012 199 B2
ol MARIF 22| 1/30] =2E Ze= ofAECta sttt Z=2 0/0] 0|=2 FEst0{ 2008
15 20{750F 0|0 2012130f= 3A7AT HO| 2 Z{O2 OlAECHhitp://markidea.net/entry/
internet—population/2010.1.15,).
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Aal 2 wjoll 2 AAsst AR mapt 2 el 7] tRel St
E 7PHItHCastells, 2002: 208-23).
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ujFle] elglo] ).

P

N

AR 0 2 Yot HH Daw)E S FFEI ol = Q= 03f 1o =
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Apdo] E7FslaL, w7gde] ofslal, f-alel YEAR S r= Moo
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Aot 2 IHIEXIE ¥1, ST 082 Ih9 |IXIE AEZ BAlSHL, R0l EX
CCTVE iRl SXYS Yeirn QUOt Eot BX| 2 Fajjoll QU S2H8A" A7t 2041
SiCh Ch2 22 olf, "2to|Z27 (lifelog) A2t st=r 0|42 &9 5l2 UHAIE HA|
ez J|Eshs AR QUR-H|CIR-2IA-4X & 0f2f HEf2 Hlo|EZ VIS5t |AlskE A
=3 o
=

LS 'EYUE ), 2009.6.25: E1).
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ks Tl TG EAR0] B4 B % oA aglolt Al
ofal 414 MR BAS 0 RA tXEe] 7] St Bajele] e f7
A gralat TEsheld B weteAlee] P A A gk o QYA
o] golur T ALA o] ol7 AlEA ST iz e Uk TiXE 7]40
g} pE Slojck A% S U |E i S0 et v
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TN A4 v AN AR (QJDP)S T1E0] Gl Aol 4] <ZIxpH
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A3l SRR SAEPNIPO S ARSI oL 20019 9.118]2] 0]% Eoks
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QUIL(Wall, 2001: 3-7), OKYar)i= D(Wal) 2] U] 7}2] w0l 7o) =710l gt
259! "l AR e o] el s A1 egshal 9)
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2] 7ol S9E Aelole. Aol Hald el ohet A==t 5
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[Abstract]

Comprehension and Countermeasure in the
Evolution of Cybercrime and its phenomena in
accordance with technology development

%

olF W&

S

The rapid development of technology has brought in their wakes them
significant changes, a lot of benefits and enhancement of productivity in the
ways we work, trade, study, play, consume, communicate and interact,
Politicians, businessmen, police and citizens now have a new jargon with
which to identify such dangers: hacking, spoofing, phishing, viruses,
Trojans, malware, piracy, downloading, spyware, cyberstalking, cyber
obscenity, cyber fraud, and so on, In this point, a dramatic paradigm shift
from crime on the street to crime by keyboard has been occurred,

Although we say the word, cybercrime in common nowadays, it has been
not so long since we have used the word because computers were put into
force in the seventies and internet was born in nineties, The concept,
Cybercrime is fused and mingled with the usages of other similar words, for
example, computer crime, internet crime, hitech crime, intelligence crime,
network crime, credit crime, eavesdropping, not understood throughly and
not unified in its meaning, Therefore, unfortunately, law enforcement,
public and private are confronted with a new set of crimes, criminals, and
techniques for that they are not well prepared, In this respect, how to
understand, explain, respond and manage the cybercrime are regarded to be
crucial aspects not only to overcome the epidemic crime but also to catch
up with the on—going development of technology. In this regard, managing
and establishing policies against the cybercrime and training for the people

concerned are not well controled, Bearing in mind the said problems, the
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following steps are reviewed to redefine what the cybercrme is and will be
in the coming years not only to cope with but also to solve the problems
mentioned : first, chronological and theoretical review of the cybercrime,
second, the evolution of cybercrime and its' current phenomena, third, the
redefining of related terminologies to the cybercrime, fourth, comprehension
and countermeasure in the evolution of cybercrime and its phenomena,
The theory of cybercrime is rooted in the meaning of white color crime by
Sutherland in the late 1930, The term ‘cybercrime’ is widely used today to
describe the crimes or harms that result from opportunities created by networked
technologies, Its origins lie in science fictions across the cyberspace, As a result,
it is born in the midst of fiction and science and finally anchored with the
mixture of terms such as computer crime and other terms, On conclusion,
cybercrime can be defined use of computers, internet, organizational networks,
digital technique via information technology to facilitate illegal behaviors,
To comprehend and countermeasure in the evolution of cybercrime and its
phenomena in accordance with the technology development, the following steps
are recommended: First, the traditional pattern of policing and criminal justice
be adapted to the new role for them because the new crime, cybercrime
demolishes the current geographical boundaries of the world, Second, experts
for IT as well as other professional gurus including finance be recruited to catch
up with the rapid increase of cybercrime, Third, the current criminology be
adjusted to the new challenges that the current theory of routine activity based
on the real world may be not applicable in the virtual world due to the
abolishment of time and space barrier in the virtual world, Fourth, it be focused
that the traditional criminals are from poor background in society but criminals
in the cyberspace are relatively educated with skills and good incomes, Fifth,
laws and regulations which are related with the cybercrime be systemized
because the concerned laws are scattered here and there, remaining no law
concerning cyberstalking is enacted, Last, cyber ethics be established as early
as possible like the ethics on the mundane world with all the concerned parties

such as government, internet service provider, citizens participating,

Key Words : cyber crime, computer crime, internet crime, hitech crime,

cyber space, digital






